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Abstract—We reduce cache supply voltage below the normally acceptable VDDM IN , in order to improve overall many–
core system energy efficiency. Based on the observation that
cache lines contain mostly one hard faulty cell at these ultralow supply voltages, we exploit existing double-error correcting
triple-error detecting codes, together with cache line disabling,
to handle both soft and hard cache faults, thus enabling reliable
ultra-low supply voltage cache operation. Compared to the nextbest approach in the research literature, the proposed method
reduces system energy consumption by up to 25% and energyexecution time product by nearly 10%, while introducing only
0.28% storage overhead and marginal instruction per cycle degradation, when the target yield loss rate is 1/1000.
Index Terms—Cache, fault tolerance, low-power design, manycore, very-large-scale integration (VLSI).

I. I NTRODUCTION

E

NERGY efficiency is a key concern in future many-core
(1000+ processors) system design. Among all processor
components, the cache consumes about 40% of the total area
and 20% of power [1]. It is well known that supply voltage
scaling can reduce system energy consumption at the cost of
performance and reliability. Low supply voltages increase the
impact of process and other variations on circuit functionality
and performance. Furthermore, the current trend toward manycore processor and deep nanometer designs exacerbates reliability issues at low supply voltage. Eventually, the system
will fail below a minimal supply voltage VDDM IN . Typically,
the cache arrays in the system limit VDDM IN of the whole
processor [2]. Consequentially, it is necessary to provide fault
tolerance for the cache under low supply voltages to improve
system energy efficiency while maintaining reliability.
To reduce the supply voltage beyond normally acceptable
VDDM IN and maintain appropriate yield and reliability, we
exploit existing double-error correcting triple-error detecting
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(DECTED) codes, together with cache line disabling in an
efficient way to handle both persistent (hard) and non-persistent
(soft) errors, and provide a comprehensive evaluation of energy,
performance, reliability, and overhead. Section II of this paper
briefly describes related works on low-power cache design. In
Section III, our proposed approach is described. Sections IV
and V provide analysis and experimental results. Conclusions
are presented in Section VI.
II. R ELATED W ORK
Some traditional approaches to reliable ultra-low-voltage
cache introduce spare SRAM rows/columns [3], [4]. The spare
rows/columns replace those containing faulty cells. While this
approach is useful at low cell failure rates, it introduces excessive area and power overheads when cell-failure probability
increases at low supply voltages [5].
Agarwal et al. propose a process-tolerant cache architecture
using a cache line disabling technique, which detects and
deletes cache lines with faulty cells [6]. In their scheme, the
number of faulty cells and their locations are obtained and
stored in a configurator, by performing a conventional Built-In
Self-Test (BIST). Based on this information, the configurator
will disable cache lines with faulty cells. Cache line disabling
can be effective when the cell-failure probability is low. However, as the number of faulty cells increases at lower supply
voltages, cache capacity shrinks rapidly.
Others use various error-correction codes (ECC) to enable
fault tolerance for cache design. IBM Power 6 processors
use single-error correcting double-error detecting (SECDED)
extended Hamming codes to protect the L2 cache [7]. Kim et al.
[8] use 2-D ECC to manage multi-bit clustered errors; unfortunately, this approach is not very effective in handling random
faults (such as those associated with random dopant distribution
in SRAM cells) at low supply voltages. Chishti et al. apply
orthogonal Latin square codes (OLSC) to each cache segment
and employ multi-bit segmented ECC (MS_ECC) to correct
faulty cells in the low-power mode [9]. However, the OLSC
code rate is low and between half and one-quarter of the cache
is sacrificed to ECC check-bit storage. Alameldeen et al. employ variable-strength ECC (VS-ECC) [5]. They use low error
correcting ECC in the common case and only use high error
correcting ECC for those ways containing multiple faulty cells.
Three different variable-strength ECC schemes are proposed
and VS_ECC_Disabling is the most effective method among
them. This scheme reserves one-bit error correction for soft
errors. As for hard errors, it provides two-bit error correction
for only 1/4 of 16 ways. No hard error protection is provided
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SRAM cell failure probability VS. VDD .
Fig. 3. Cache architecture of DECTED with cache line disabling.

Fig. 2. Distribution of the number of persistent faulty cells in a cache line:
(a) analysis and (b) simulation.

for the remaining 12 ways, making this approach ineffective for
ultra-low supply voltage operation, where hard faults persist.
III. O UR P ROPOSED A PPROACH : DECTED W ITH
C ACHE L INE D ISABLING
In this section, we provide cell-failure models, on which
our analysis and experiments are based. Then, we explore the
distribution of persistent faulty cells in a single cache line to
provide motivation for our approach. Our DECTED with cache
line disabling method is then detailed.
A. SRAM Cell-Failure Models
Reducing VDD , in the presence of process variations, can
cause SRAM cell operation failure. Fig. 1 shows SRAM cellfailure probability (PF AIL ) as a function of supply voltage
VDD , extracted from [10], for a 45-nm process technology. Our
current work uses 11-nm predictive technology but assumes a
similar PF AIL /VDD ratio. Indeed, worsening variations will
make PF AIL higher and increase the need for improved faulttolerance mechanisms [12].
B. Distribution of the Number of Persistently Faulty Cells in
Single Cache Line
The majority of bit failures are persistent, and random dopant
fluctuation (RDF) plays a primary role in causing them [9].
Cell failure resulting from RDF is believed to be random and
independent. Therefore, the probability Pe of a cache line
containing e persistently faulty cells can be related to the cell
failure probability (PF AIL ) as
 
s
(1 − PF AIL )s−e PFe AIL
(1)
Pe =
e
where s is the cache line size in bits.
Fig. 2(a) and (b) show the distribution of the number of
persistent faulty cells in single cache line obtained by the
analytical model as shown in (1) and simulation, respectively.
We use a cache line size of 64 bytes, supply voltage of 0.34 V,
and an 11-nm predictive technology node. As shown here, most

cache lines contain only one persistent faulty cell, while only
about 9% of cache lines contain multiple persistent faulty cells.
Therefore, our idea is to provide 1-bit hard error correction
for each cache line, and only disable cache lines containing
multiple faulty cells. Because the probability of a cache line
containing multiple faulty cells is low, we can maintain our
cache capacity even at this low supply voltage. The other singlebit error correction of our DECTED code is reserved for soft
errors encountered at runtime.
C. DECTED With Cache Line Disabling
Our key idea is to provide 1-bit error correction in each
cache line for hard errors caused by low supply voltage, while
disabling cache lines containing multiple faulty cells. In order
to provide similar soft error correction capability as current
commercial processors (e.g., IBM Power 6 and 7), we use
DECTED codes for each cache line—1-bit error correction
for hard errors and the other 1-bit error correction for soft
errors. As in [6], the location and number of faulty cells
(hard error) can be obtained statically using conventional BIST.
Cache lines containing 0 or 1 error can be protected by 1-bit
hard error correction capability. When there are multiple faulty
cells, the cache lines will be disabled. Because the location of
soft errors cannot be determined statically, one error-correction
capability is reserved to provide similar soft error protection
with SECDED and VS_ECC_Disabling.
The cache architecture of DECTED with cache line disabling
is shown in Fig. 3. In the ultra-low-voltage mode, a memory test
using BIST is first performed to determine the number of faulty
cells in each cache line. Then, a Disable flag is set for cache
lines with multiple faulty cells. On a cache miss, we only load
data to healthy cache lines (those cache lines with 0 or 1 faulty
cell) by checking the Disable flag. On a write access, we send
the data and corresponding ECC parity bits into the healthy
cache lines. On a read access, both the data and corresponding
ECC check bits will be loaded from the cache array; the parity
check bits will be used to correct faulty cell in the cache line.
IV. C ACHE FAILURE P ROBABILITY A NALYSIS
We compare, by analysis, cache failure probability of various
cache fault-tolerance mechanisms. In order to provide a fair
comparison, we assume that, as will be expected with modern
cache designs, each method reserves 1-bit error correction for
each cache line to address soft errors. We also assume that at
least half of the cache lines are available in each cache set.
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Our analysis is based on an eight-way cache, but can be easily
adapted to other types of cache.
A. Cache Failure Probability Analysis
The cache failure probability PCF AIL can be related to the
cache set failure probability (PSF AIL ) as
(2)
PCF AIL = 1 − (1 − PSF AIL )SET _N U M
where SET _N U M is the total number of sets in the cache.
Now, we compare set failure probability for various cache faulttolerance mechanisms.
SECDED can provide one-bit error correction for each cache
line, MS_ECC provides four-bit error correction for every
64-bit data block, and cache line disabling (CLD) simply discards the cache line with faulty cells. Their respective cache set
failure probabilities are
PSF AIL_SECDED
= 1 − (1 − Pe>1 )s
(3)
PSF AIL_M S _ECC

M64
4  

64
i
64−i
=1− 1−
(4)
PF AIL (1 − PF AIL )
i
i=0
PSF AIL_CLD
w  

w
i
=1−
(1 − Pe=0 )w−i
(5)
Pe=0
i
i=w/2

where s is the set size in bits, w is the number of ways in each
set, M64 is the number of 64-bit blocks in each set, Pe=0 is
the probability of cache line with 0 faulty cell, and Pe>0 is the
probability of cache line with > 0 faulty cells.
For hard errors, VS_ECC_Disabling provides two-error correction for 1/4 of all ways and no error correction for the
remaining ways. Our analysis is based on an eight-way cache.
Therefore, we assume two ways with two-error correction and
no protection for the remaining ways. Then, the set failure
probability using VS_ECC_Disabling (PSF AIL_V S ) is
w

PSF AIL_V S = 1 −
i= w
2 −2

×

w−i

j=max(0, w
2 −i)



w
i+j




i+j
j
w−i−j
i
P1≤e≤2
Pe>2
.
Pe=0
j

Fig. 4.

Cache failure probability versus VDD .

Fig. 5. VDDM IN comparison.

error control mechanisms can help improve yield. Among them,
SECDED design provides the highest cache failure rate and the
proposed approach obtains the lowest cache failure rate.
Fig. 5 shows VDDM IN comparison of cache using various
fault-tolerance techniques. Here, we assume the yield loss
rate target is 10−3 . As shown in the figure, the proposed approach reduces VDDM IN by 43%, 14.5%, 11.4%, and 21.4%,
respectively, comparing to SECDED, cache line disabling,
VS_ECC_Disabling, and MS_ECC.
V. E XPERIMENTAL R ESULTS
In this section, we provide experimental results to evaluate
and compare various cache fault-tolerance mechanisms in terms
of energy consumption, energy-execution time product, and
performance. Our experimental results show that the proposed
approach achieves the best energy consumption and energyexecution time with negligible performance degradation.
A. Experimental Setup

(6)

The proposed approach provides one hard error correction
capability and those cache lines containing multiple faulty cells
will be discarded. Therefore, the cache failure probability using
the proposed approach (PSF AIL_P ) is
w  

w
i
PSF AIL_P = 1 −
(1 − Pe>1 )w−i .
(7)
Pe≤1
i
i=w/2

Our evaluation is based on a 1024-tile many-core system
in an 11-nm predictive tri-gate technology [14]. Each tile
consists of a single-issue 64-bit core, four-way 32-KB private
L1 instruction cache, four-way 32-KB private L1 data cache,
and eight-way 256-KB private L2 cache (see Table I and
Fig. 6). A mesh network-on-chip with worm-hole flow control
is adopted. A Least Recently Used cache replacement policy
is used for both L1 and L2 caches. We use a parallel manycore simulator, Graphite [16], which integrates CACTI [17], to
evaluate performance and energy consumption.

B. Cache Failure Probability and VDDM IN Comparison
Fig. 4 plots cache failure probability versus VDD using
various fault-tolerance approaches. Here, our analysis is based
on a 1024-tile system, where each tile contains an eight-way
256-KB cache, and cache line size is 64 bytes. As shown in
the figure, the redundancy and parity introduced by various

B. Effective Cache Size and Cache Miss Rate Comparison
SECDED design provides a full-functional cache (256 MB).
MS-ECC sacrifices half of the cache size; cache line disabling,
VS_ECC_Disabling, and the proposed approach shrink cache
size as supply voltage is reduced, and cell failure probability
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TABLE I
1024-T ILE S YSTEM PARAMETER

Fig. 8. Energy-consumption comparison.

Fig. 6.

1024-Tile system architecture.

Fig. 9. Energy-execution time comparison.

Fig. 7. (a) Effective cache size versus Vdd and (b) Cache miss rate versus Vdd
(Barnes).

increases. Fig. 7(a) and (b) shows effective cache size versus
supply voltage and cache miss rate versus supply voltage,
respectively. As shown in the figure, our proposed approach
achieves the highest effective cache size and the lowest cache
miss rate among these three approaches at low supply voltages.
As an example, when the supply voltage is 0.33 V, the proposed
approach still provides 241-MB effective cache size, sacrificing
no more than 10% cache size compared to the SECDED, while
VS_ECC_Disabling and cache line disabling only provide
160 MB and 79.8 MB effective cache size, respectively. Meanwhile, our approach only increases the cache miss rate by
3% compared to the SECDED, while VS_ECC_Disabling and
cache line disabling increase cache miss rate by 58% and 82%,
respectively.
C. Energy Consumption and Energy-Execution Time Product
Figs. 8 and 9 show energy and energy-execution time product results of our 1024-tile many-core system using various
fault-tolerance approaches. Leakage power because of disabled
cache lines is also considered. As shown in the figure, our
approach achieves the best energy consumption and energyexecution time product among all fault-tolerance methods.
Specifically, our approach reduces energy consumption by
65%–76%, 26%–29%, 23%–25%, and 39%–45%, respectively,
compared to SECDED, cache line disabling, VS_ECC_
Disabling, and MS-ECC. Furthermore, our approach reduces
energy-execution time product by 49%–53%, 7.8%–10.2%,

Fig. 10. Instructions per cycle (IPC) comparison.

7%–9.1%, and 14.3%–22.4% compared to SECDED, cache
line disabling, VS_ECC_Disabling, and MS_ECC.
D. IPC Performance Comparison
Various fault-tolerance mechanisms sacrifice effective cache
size compared to the SECDED design to some extent. In
addition, different error-correction codes can introduce extra
access cycles because of critical time overhead introduced by
encoding/decoding process. In our evaluation, we add onecycle latency for SECDED, two-cycle latency for DECTED,
and seven-cycle latency for 4EC5ED [5], [18]. To evaluate
system performance of various mechanisms, Fig. 10 plots
normalized instruction per cycle (IPC) using various faulttolerance mechanisms. As shown in the figure, SECDED design
provides the best IPC because all cache lines are used. Cache
line disabling, VS_ECC_Disabling, and our proposed approach
sacrifice marginal IPC degradation (< 2%) because only a small
portion of the cache lines is disabled in all these mechanisms.
MS-ECC introduces the most severe IPC degradation because
only half of the original cache is effectively available.
E. Supply Voltage Variation Tolerance Evaluation
Supply voltage variation, caused by IR or L∗ di/dt drop, is
another source of cell failure. In this section, we evaluate supply
voltage variation tolerance capability of cache line disabling,
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Fig. 11. Impact of supply voltage variation on (a) effective cache size and
(b) cache miss rate.

ing the best energy consumption and energy-execution time
product at the cost of trivial storage overhead. The experimental
result shows that the proposed approach can reduce system
energy consumption by up to 25% and energy-execution time
by nearly 10% when compared to the next-best approach in
the research literature, while only introducing 0.28% storage
overhead and no IPC degradation. Our subsequent work will
provide a fully dynamic fault-tolerance cache for dynamic
frequency and voltage scaling processor design.
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Fig. 12. Storage requirement comparison.
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