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Professor Médard’s group works extensively on capacity, in collaboration with CSAIL, LIDS,
Caltech, the University of Illinois Urbana-Champaign (UIUC), UCLA, Stanford, the University of
Porto, the University of Aalborg, Northeastern University and the Technical University of Munich
(TUM). Network coding provides cost benefits in a variety of settings, for instance, wireless
networks, where the cost may be measured in expended energy, or wireline networks, where
they reduce congestion. In the area of network coding for wireless networks, she, Professor
Katabi and Professor Ozdaglar have a DARPA contract through BAE to apply network coding to
mobile ad-hoc networks (MANET) – CBMANET CONCERTO. The first phase of this contract has
been very successful and this next phase concentrates on technology transfer to the warfighter.
She has considered algorithmic issues of network coding in MANETs through the Army Research
Office DAWN program, for which she is the sole MIT PI, in collaboration with University of
California Santa Cruz, Stanford, University of Maryland College Park and University of California
Los Angeles. In the area of network coding security, she is PI of a DARPA program and of an
AFOSR program with Caltech and the University of Illinois Urbana-Champaign for the application
of network coding to protect data under eavesdropping and Byzantine attacks. She is also MIT PI
of a DARPA program through BAE for intrinsically assured MANETs (IAMANET PIANO), with
University of Massachusetts Amherst, Stanford and University of Texas at Austin. She
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investigates the general applicability of network coding to wireless systems through a NSF
contract with Professor Katabi on XORs in the air.
In the area of information theory, Professor Medard has obtained, with Professors Ozdaglar,
Shah and Zheng, a DARPA contract for the study of information theory for MANETs (ITMANET)
with UIUC, TUM, Stanford and Caltech. This work has led to work on multiple access power
control, distributed functional compression and analog network coding. She has also investigated
fundamental coding issues in network coding through an NSF ITR project with Caltech, UIUC and
Alcatel/Lucent Bell Laboratories.
Professor Medard also works in the area of optical network performance, reliability and
robustness. With Professor Chan, she conducts research in the area of optical network capacity
and optical access networks through an NSF FIND contract. Under the DARPA FONA project for
optical networks, she and Professor Chan are investigating the limits of reliability of optical
networks.
Professor Medard has also explored new areas at the intersection of communications and
biochemistry for genomics and spectroscopy in collaboration with the Broad Institute and the
Department of Chemistry.
1.

Information Theory for MANETs

Sponsor:
DARPA ITMANET under the FLOWS project
The purpose of this project is to investigate the information-theoretic limits of MANETs. The
intrinsic limits consider topology, bandwidth, delay, capacity and energy.
As part of this project, we have considered, with the late Professor Koetter of the technical
University of Munich and Professor Effros of Caltech, a theory of network equivalence. Given a
network of noisy, independent, memoryless links, a collection of demands can be met on the
given network if and only if it can be met on another network where each noisy link is replaced by
a noiseless bit pipe with throughput equal to the noisy link capacity. This result subsumes
previous separation results in the special case of multicast demands but does so without
resorting to calculating capacity regions since that approach is infeasible for our more general
problem. This claim has a number of surprisingly powerful consequences. Not only would it show
separation between channel and network coding for arbitrary networks and arbitrary demands,
also, many network information theoretic questions are naturally asked in the light of this
combinatorial perspective. For example, the classical result that feedback does not increase the
capacity of a point-to-point link now can be proven in two ways. The first is the information
theoretic argument that shows that the channel has no information that is useful to the transmitter
that the transmitter does not already know. The second simply observes that the min-cut between
transmitter and receiver is the same with or without feedback, which is obvious from the given
equivalence. Most importantly, this statement reveals that at the heart of information theory lie
combinatorial problems involving finding the rate region for error-free networks.
We also consider, with the late Professor Koetter and his students, the issue of network capacity
in the context of scheduling. Traditional techniques have sought to preclude interference in
networks, by attempting to maintain orthogonality in transmissions. We address the problem of
maximizing the throughput for network coded multicast traffic in a wireless network in the
bandwidth limited regime. For the joint scheduling and subgraph selection problem, we model
valid network configurations as stable sets in an appropriately defined conflict graph. The problem
formulation separates the combinatorial difficulty of scheduling from the arising optimization
problem and facilitates the application of less complex scheduling policies. Lagrangian relaxation
gives rise to a distributed algorithmic solution when combined with greedy scheduling. Simulation
results show that our technique is nearly optimal and outperforms heuristics such as orthogonal
scheduling by a large margin.
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Maximum throughput with network coded scheduling allowing better performance than orthogonal
scheduling and approximate two-hop orthogonal scheduling.
.
2.

Practical approaches to wireless network coding

Sponsors:
NSF XORs in the air
DARPA CBMANET
ARO DAWN program
Wireless networks suffer from interference and, in some cases, considerable delay. We have
considered how to create practical schemes that allow us to design network coding mechanisms
in the context of wireless settings, so that physical layer issues are explicitly taken into account in
the development of our codes. Such issues are of particular importance in MANETs, where the
paucity of resources, the variability of the topology and the uncertainty in the channels render the
physical layer effects particularly challenging.
With Professor Fitzek of University of Aalborg, Professor Milica Stojanovic of Northeastern
University and our student, we propose a linear network coding scheme to disseminate a finite
number of data packets in arbitrary networks. The setup assumes a packet erasure channel,
slotted time, and that nodes cannot transmit and receive information simultaneously. The
dissemination process is completed when all terminals can decode the original data packets. We
also assume a perfect knowledge of the information at each of the nodes, but not necessarily a
perfect knowledge of the channel. A centralized controller decides which nodes should transmit,
to what set of receiver nodes, and what information should be broadcasted. We show that the
problem can be thought of as a scheduling problem, which is hard to solve. Thus, we consider the
use of a greedy algorithm that only takes into account the current state of the system to make a
decision. The proposed algorithm tries to maximize the impact on the network at each slot, i.e.
maximize the number of nodes that will benefit from the coded packet sent by each active
transmitter. We show that our scheme is considerably better, in terms of the number of slots to
complete transmission, than schemes that choose the node with more information as the
transmitter at every time slot.
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Network coding dissemination through the node with most impact rather than the node with the
most degrees of freedom.
One of the concerns in the implementation of network coding is the complexity associated with
using coding over fields larger than two. With Professor Stojanovic and our student, we study the
effect of the field size on the performance of random linear network coding for time division
duplexing channels we have previously proposed. In particular, we study the case of a node
broadcasting to several receivers. We show that the effect of the field size can be included in the
transition probabilities of the Markov chain model of the system. Also, we have derived an
improved upper bound on the mean number of coded packets required to decode M original data
packets using random linear network coding. This bound shows that even if the field size is 2, i.e.
we perform XORs amongst randomly selected packets from the pool of M original ones, we will
need on average at most M+2 coded packets in order to decode. Thus, there will be only a very
small degradation in performance if M is large. Our numerical results show that the mean
completion time of our scheme with a field size of 2 is close in performance to our scheme when
we use larger field sizes. We also show that as M increases, the difference between using a field
size of 2 and larger field sizes decreases. Finally, we show that we can get very close to the
optimal performance with small field sizes, e.g. a field size of 4 or 8, even when M is not very
large.
3.

Security aspects of network coding

Sponsors:
DARPA IAMANET program
Network coding provides new possibilities for security but also poses new challenges for
traditional security techniques.
With Professor Barros of Porto and our student, we propose a scheme, called the algebraic
watchdog for wireless network coding, in which nodes can detect malicious behaviors
probabilistically, police their downstream neighbors locally using overheard messages, and, thus,
provide a secure global self-checking network. Unlike traditional Byzantine detection protocols
which are receiver based, this protocol gives the senders an active role in checking the node
downstream. This work is inspired by Marti et al.’s watchdog-pathrater, which attempts to detect
and mitigate the effects of routing misbehavior. We develop a graphical model to understand the
inference process nodes execute to police their downstream neighbors; as well as to compute,
analyze, and approximate the probabilities of misdetection and false detection. In addition, we
create an algebraic analysis of the performance using an hypothesis testing framework, that
provides exact formulae for probabilities of false detection and misdetection.
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Network coding’s high throughput in settings with high erasure probabilities renders it particularly
attractive for wireless video transmission. With Professor Barros and his students, we have
created SPOC (Secure Practical Network Coding), which introduces a new paradigm for security
in network coding: instead of encrypting the file directly, encryption is performed at the network
coding layer. This paradigm offers striking advantages in comparison with end-to-end encryption
of the data, especially for multimedia and streaming applications, where the number of
cryptographic operations can become prohibitive. In this work, we evaluate and extend this
paradigm for (1) delay sensitive applications and (2) successive refinement applications in which
nodes have distinct levels of access to data. As part of our contribution, we present an
information theoretic security analysis of the schemes, considerations on system aspects and
simulations for wireless multimedia networks.

4.

Optical networks

Sponsors:
DARPA FONA
Providing resilient service against failures is a crucial issue for today’s optical networks because
they operate at very high data rates and thus a single failure may cause a severe loss of data. A
variety of protection techniques have been extensively studied for the fault-tolerant operation of
optical networks of either ring or mesh topologies. Among them, we particularly focus on the path
protection scheme with live back-up, which provides extremely fast recovery, requiring action only
from the receiving node. A conventional way to implement such a protection scheme is to
transmit two live flows, a primary and a back-up, along link-disjoint paths so that upon link failure
the receiver node can switch to the back-up flow. However, it may require an excessive amount
of redundant capacity as back-up capacity is not shared among connections. Recent
developments have demonstrated that network coding can lead to significant savings in the backup resources for the multicast scenario protected against link failure by live back-up. An unique
and crucial characteristic of optical networks is converting photonic streams into electronic signals
for data processing (O/E/O conversion) is an expensive procedure. Since arbitrary coding
operations must be performed in the electronic domain, it appears sensible to restrict the coding
operations only to bitwise XOR, which can be done within the optical domain using a photonic
bitwise
5.

Managing on degrees of freedom

Sponsors:
AFOSR
We consider the issue of making optimal use of degrees of freedom when we have joint
computation, source coding and network coding.
With Professor Barros and our student, we consider the ability perform network coding and
source coding jointly, which When correlated sources are to be communicated over a network to
more than one sink, joint source-network coding is, in general, required for information
theoretically optimal transmission. Whereas on the encoder side simple randomized schemes
based on linear codes suffice, the decoder is required to perform joint source-network decoding
which is computationally expensive. Focusing on maximum a-posteriori decoders (or conditional
mean estimators, in the case of continuous sources), we show how to exploit (structural)
knowledge about the network topology as well as the source correlations giving rise to an efficient
decoder implementation (in some cases even with linear dependency on the number of nodes). In
particular, we show how to statistically represent the overall system (including the packets)by a
factor-graph on which the sum-product algorithm can be run. We provide a proof-of-concept in
the form of a working decoder for the case of three sources and two sinks.
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With my student, we consider a tree network with k possibly correlated source processes in its
leaves and a receiver in its root wishes to compute a deterministic function of these processes.
Other nodes in this tree (called intermediate nodes) can compute some functions in demand. We
want to find feasible rates for different links of this tree network (called the rate region of this
network) and propose a coding scheme to achieve these rates. We only consider the lossless
computation of the function.This problem was an open problem in general. But, for some simple
networks under some special conditions, it has been solved. For instance, our previous work
considered the rate region of a network with two transmitters and a receiver, under a condition on
source random variables called the zigzag condition. The zigzag condition forces source
sequences to be mostly jointly typical. Our work extends the previous results in two senses: first,
we consider an arbitrary tree network with some intermediate nodes which are allowed to
compute some functions, and second, we compute the rate region without considering any
conditions. To do this, we define the joint graph entropy of some random variables and use it in
our results. In some special cases, this general definition can be simplified to previous definitions
proposed in our previous work. We also propose a framework to categorize different tree network
topologies by using some concepts like auxiliary nodes, stage, etc. Our results show that for any
tree network, it is sufficient for source nodes to compute minimum entropy colorings of their high
probability subgraphs of their characteristic graphs satisfying a necessary and sufficient
condition, which we term the coloring connectivity condition (C.C.C.), and then, to perform
Slepian-Wolf compression. The intermediate nodes in the network may act like relays. Such a
scheme, in which all processing is effected at the sources, can perform arbitrarily closely to the
derived rate region with a vanishing probability of error at the receiver.
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